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Introduction 

 
In May 2018; new EU legislation, General Data Protection Regulations (GDPR) 2018, and 
the UK Data Protection Act 2018 come into force. The legislative requirements place an 
obligation on the Council to process personal data fairly and lawfully in order to safeguard 
the rights and freedoms of individuals. 
 
Article 35 of the General Data Protection Regulation (GDPR) and Section 57 of the DPA 
2018, mandate the completion of a Data Protection Impact Assessment (DPIA) for 
organisations with technologies and processes that are likely to result in a high risk to the 
rights and freedoms of data subjects. 
 
Article 35 of the GDPR states:  
 
“Where a type of processing in particular using new technologies, and taking into account 
the nature, scope, context and purposes of the processing, is likely to result in a high risk to 
the rights and freedoms of natural persons, the controller shall, prior to the processing, carry 
out an assessment of the impact of the envisaged processing operations on the protection of 
personal data. A single assessment may address a set of similar processing operations that 
present similar high risks.” 
 
Section 57 of the DPA 2018 states: 
 

(1)Each controller must implement appropriate technical and organisational measures which 

are designed— 

(a)to implement the data protection principles in an effective manner, and 

(b)to integrate into the processing itself the safeguards necessary for that purpose. 

(2)The duty under subsection (1) applies both at the time of the determination of the means 

of processing the data and at the time of the processing itself. 

(3)Each controller must implement appropriate technical and organisational measures for 

ensuring that, by default, only personal data which is necessary for each specific purpose of 

the processing is processed. 

(4)The duty under subsection (3) applies to— 

(a)the amount of personal data collected, 

(b)the extent of its processing, 

(c)the period of its storage, and 

(d)its accessibility. 

(5)In particular, the measures implemented to comply with the duty under subsection (3) 

must ensure that, by default, personal data is not made accessible to an indefinite number of 

people without an individual’s intervention. 
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A Data Protection Impact Assessment (DPIA) is a process that assists organisations to 
identify and minimise the privacy risks of new projects or policies, comply with their data 
protection obligations as well as to meet individuals’ expectations of privacy. 
 
Effective DPIAs are an integral part of taking a privacy by design approach allowing the 
Council to identify and fix problems at an early stage, reducing the associated costs and 
damage to reputation which might otherwise occur.  
 
DPIAs also support the principle of accountability as they help organisations to comply with 
the requirements of GDPR and the DPA 2018, and to demonstrate that appropriate 
measures have been taken to ensure compliance. 
 
Under GDPR, the Data Protection Principles set out the main responsibilities for 
organisations. 
 
Article 5 of the GDPR requires that personal data shall be: 
 

a) processed lawfully, fairly and in a transparent manner in relation to individuals; 
 

b) collected for specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes; further processing for archiving 
purposes in the public interest, scientific or historical research purposes or statistical 
purposes shall not be considered to be incompatible with the initial purposes; 
 

c) adequate, relevant and limited to what is necessary in relation to the purposes for 
which they are processed; 
 

d) accurate and, where necessary, kept up to date; every reasonable step must be 
taken to ensure that personal data that are inaccurate, having regard to the purposes 
for which they are processed, are erased or rectified without delay; 

 
e) kept in a form which permits identification of data subjects for no longer than is 

necessary for the purposes for which the personal data are processed; personal data 
may be stored for longer periods insofar as the personal data will be processed 
solely for archiving purposes in the public interest, scientific or historical research 
purposes or statistical purposes subject to implementation of the appropriate 
technical and organisational measures required by the GDPR in order to safeguard 
the rights and freedoms of individuals; and 

 
f) processed in a manner that ensures appropriate security of the personal data, 

including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or organisational 
measures.” 
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Advice issued by the Information Commissioner’s Office (ICO) is that the DPIA process 
should commence during the very early stages of a project and most certainly before any 
data is processed. Work on the DPIA should run alongside the planning and development 
process 
 
A DPIA MUST be completed where processing is likely to result in a “high risk” to the rights 
and freedoms of individuals. This includes a number of specified types of processing and the 
screening checklist will help to determine when to do a DPIA.  
 
It is also good practice to do a DPIA for any other major project which requires the 
processing of personal data 
 
Your DPIA must:  

• describe the nature, scope, context and purposes of the processing; 

• assess necessity, proportionality and compliance measures; 

• identify and assess risks to individuals; and 

• identify any additional measures to mitigate those risks. 
 
Conducting a DPIA should not be complex or time consuming but there must be a level of 
rigour in proportion to the privacy risks arising and in the long term should benefit the 
Council by producing better policies and systems.  
 
You must seek the advice of the Data Protection Officer; you should also consult with 
individuals and other stakeholders throughout this process 
 
The ICO must be consulted if your DPIA identifies a high risk and you cannot take measures 
to reduce that risk. Processing cannot begin until they have been consulted. 
 
What does this mean for the Council? 
 
To enable Tamworth Borough Council to adhere to its obligations under Data Protection 
Legislation, a DPIA Process has been devised and MUST be used.  
 
The DPIA template can be accessed electronically using the links below: 

• DPIA - Appendix 1 

• DPIA (Risk) – Appendix 2 

You MUST complete both the word document and risk assessment, where necessary. 

 

Further information on Data Protection Impact Assessments can be found at: ICO| Data 
Protection Impact Assessment or by contacting the Information Governance Team on:   
data-protection@tamworth.gov.uk 
 

 

 

 

 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
mailto:data-protection@tamworth.gov.uk
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Appendix 1 

How to complete a DPIA? 

Working through each section of this document will guide you through the DPIA process. 

The requirement for a DPIA will be identified by answering the questions in Section 1 – 

Screening Questions. If a requirement is identified, you MUST complete all of the 

remaining sections of the document and forward to the Information Governance Team, Data-

Protection@Tamworth.gov.uk for review.  

The Data Protection Officer in conjunction with the Head of Technology & Information 

Services will review and provide an updated copy within 14 days upon receipt. 

If a requirement is not identified, you MUST send the completed form along with signed 

DPIA Statement to the Data Protection Officer for recording.  

 

1 Screening Questions 
Please tick the 

boxes that apply 

Will the project involve the collection of new information about individuals? ☒ 

Will the project compel individuals to provide information about themselves? ☒ 

Will information about individuals be disclosed to organisations or people who 
have not previously had routine access to the information? 

☒ 

Are you using information about individuals for a purpose it is not currently used 
for, or in a way it is not currently used? 

☒ 

Does the project involve you using new technology which might be perceived 
as being privacy intrusive? 

☐ 

Will the project result in you making decisions or taking action against 
individuals which could have a significant impact on them? 

☒ 

Is the information about individuals of a kind particularly likely to raise privacy 
concerns or expectations? 

☒ 

Will the project require you to contact individuals in ways which they may find 
intrusive? 

☒ 

Will the project involve making changes to the way personal information is 
obtained, recorded, transmitted, deleted or held? 

☒ 

  

mailto:data-protection@tamworth.gov.uk
mailto:data-protection@tamworth.gov.uk
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2 Identify the need for a DPIA  

 

Explain broadly what project aims to achieve and what type of processing it involves. You may 
find it helpful to refer or link to other documents, such as a project proposal. 
 
Summarise why you identified the need for a DPIA. 
 

The project relates to the delivery of thermal insulation to council properties making use of external grant funding. 
Whilst much of the data involved is already held and used by the council some additional data will be required of a 
financial nature as a condition of the grant funding this data will need to be shared with the third-party funder. 

 
Additional data to be collected: - 
 
Domestic fuel consumption at the property. 
Expenditure on domestic fuel as a proportion of household income. 
 
This data is required to allow the impacts of the project to be assessed and to identify the number of households in 
fuel poverty benefitting from the project 
 
This data will be held until March 31st 2025. 
 
 
Data to be shared with funder [BEIS]: - 
 
Address of property 
Name of tenant 
Contact details for tenant 
Fuel consumption 
Fuel poverty status 
 
BEIS have indicated that they will retain this data until March 31st 2025, some of this data is already held and 
processed by the council for the same purposes as it will be used for this project. Information relating to fuel 
consumption and fuel poverty status is not currently collected. 
 
Data to be shared with project delivery team: - 
 
Address of property 
Name of tenant 
Contact details for tenant 
 
The above data is already held and processed by the council for the same purposes as it will be used for this project. 
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3 Describe the Processing  

 
Describe the nature of the processing:  
 

• How will you collect, use, store and delete data?  

• What is the source of the data?  

• Will you be sharing data with anyone?  

• What types of processing identified as likely high risk are involved? 
 

You might find it useful to refer to a flow diagram or other way of describing data flows. 

Property related data is currently held and processed in Orchard and will continue to be held and processed in this 
manner. 

Tenant contact details are currently held and processed in Orchard and will continue to be held and processed in this 
manner for use by the Council and delivery partners. 
 
There are no changes in the above as this data is currently held and processed for the same purposes as it will be in 
this project. 
 
Additional data to be collected in spreadsheet format and held until March 31st 2025 will relate to the domestic fuel 
consumption and fuel poverty status which will require collection of data on household income. 
This data along with the property and tenant contact details will be shared with BEIS as part of the grant assessment 
process. 
 
High-risk data will be that relating to household income and domestic fuel use. This is needed in order to assess the 
impact of the project. 
 

 
Describe the scope of the processing:  
 

• What is the nature of the data, and does it include special category or criminal offence 
data?        

• How much data will you be collecting and using?  

• How often?  

• How long will you keep it? 

• How many individuals are affected?  

• What geographical area does it cover? 
 
Existing data to be used:- 
 
Property Address 
Tenant contact details 
 
New data to be collected: - 
 
Household income 
Domestic fuel consumption 
 
Period of collection:- 
 
The data will be collected early in the project (spring 2022). 
Information on household income and fuel poverty status will be a one-off data collection exercise. 
Collection of data on fuel consumption post installation of insulation may continue until March 31st 2025. 
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Numbers affected: - 
 
It is anticipated that 89 households will benefit from works but there may be some additional properties and some 
held in reserve. The likely maximum number of households affected will be circa. 100. 
 
Geography: - 
 
This is likely to impact on Gillway and Hockley and will affect council housing tenants only. 
 
Data Retention: - 
 
Information on property related matters will be retained in Orchard for the life of the property. 
Name and contact details for tenants will be held in accordance with current data retention policies. 
Information on household income and fuel poverty status will be retained until March 31st 2025. 
 

 
Describe the context of the processing:  
 

• What is the nature of your relationship with the individuals?  

• How much control will they have?  

• Would they expect you to use their data in this way? 

• Do they include children or other vulnerable groups? 

• Are there prior concerns over this type of processing or security flaws? 

• Is it novel in any way?  

• What is the current state of technology in this area?  

• Are there any current issues of public concern that you should factor in?  

• Are you signed up to any approved code of conduct or certification scheme (once any 
have been approved)? 

Tamworth Borough Council are the Landlord of the individuals and own the properties in which they reside, and 
which will have works completed under this project. 
Some of the data is already held and processed. 
The reasons for collection of this data, why it is needed, how it will be used and where it will be shared will be 
explained during the project consultation phase. 
Some tenants may be vulnerable, the data we already hold should highlight these tenants and the methods of 
contact and consultation that is to be used. 
The datasets are quite limited in scope and there will be a formal data sharing agreement with the funder BEIS. 
There may be some reluctance to provide household income and fuel consumption data. 

 
Describe the purposes of the processing:  
 

• What do you want to achieve?  

• What is the intended effect on individuals?  

• What are the benefits of the processing – for you, and more broadly? 
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The collection, processing and sharing of this data is a requirement of a project funding agreement. Ultimately the 
project will benefit tenants as their homes will have received additional insulation which will improve their comfort 
and reduce their expenditure on fuel. 
 
The additional data collected around fuel poverty and fuel consumption will help to assess the effectiveness of the 
works done and will act as an indicator to the tenant of the benefits of the works that have been carried out. 

 

4 Consultation Process 

 
Consider how to consult with relevant stakeholders:  
 

• Describe when and how you will seek individuals’ views – or justify why it’s not appropriate 
to do so.  

• Who else do you need to involve within your organisation?  

• Do you need to ask your processors to assist?  

• Do you plan to consult information security experts, or any other experts? 

 
The entire project will be subject to both public and individual consultation; this will cover both the proposed works 
and the data collection, processing and sharing arrangements. 
 
Data relating to addresses, names and contact details will be shared with delivery contractors, although it should be 
noted that this information is already shared for the same purposes. 
 
Data relating to fuel poverty and consumption will be shared with BEIS as part of the funding agreement. 

 

5 Assess necessity and proportionality 

 
Describe compliance and proportionality measures, in particular:  
 

• What is your lawful basis for processing?  

• Does the processing actually achieve your purpose?  

• Is there another way to achieve the same outcome?  

• How will you prevent function creep?  

• How will you ensure data quality and data minimisation?  
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• What information will you give individuals?  

• How will you help to support their rights?  

• What measures do you take to ensure processors comply? 

•  How do you safeguard any international transfers? 
The additional information is needed in order to understand the current fuel consumption and fuel poverty status so 
as to be able to assess the effectiveness of the works completed. 
The additional data collected will achieve the desired outcomes. 
It would be possible to assess a notional fuel consumption for a property based on the current EPC rating however 
this does not assess actual fuel consumption and would not identify those households in fuel poverty; the only way to 
do this is to collect actual data. 
The additional data to be collected is very limited in scope, is only to be retained for a relatively short period and will 
be limited to those involved in the project. 
There will be full consultation with tenants, and it will be fully explained what data is being collected, why the data is 
important, how long it will be retained and who it will be shared with. This will be explained in public sessions, 
private meetings and in written form. 
There should be not exchange of information outside of England. 
 
Data relating to property address, tenant name and contact details is already held, processed and shared for the 
same purposes as it is being used for this project. 

 

6 Identify and assess risks 
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Describe source of risk and nature of potential impact 
on individuals. Include associated compliance and 
corporate risks as necessary.  

Likelihood 
of harm 

Severity of 
harm 

Overall 
risk  

Data exposed beyond agreed parties meaning that 
personal details are exposed. 

 

Data collected used for unintended purposes. 

 

Accuracy of data collected/processed. 

 

Retention beyond agreed timescales 

Remote 

 

 

Remote 

 

Remote 

 

Remote 

Significant 

 

 

Significant 

 

Minimal 

 

Minimal 

Medium 

 

 

Medium 

 

Minimal 

 

Minimal 
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7 Identify measures to reduce risk 

Identify additional measures you could take to 
reduce or eliminate risks identified as medium or 
high risk in step 6  

Effect on 
risk 

Residual 
risk 

Measure 
approved 

Transfer of data to external third parties will be through 
existing systems or where done by email will be by way 
of password protected spreadsheet. 

 

Data will not be shared beyond agreed parties. 

 

Reliance on accuracy of data supplied by tenants; there 
will be no detailed analysis of income or expenditure on 
fuel and the information tenants provide will be taken at 
face value. 

 

Destruction of data to be included within the project 
plan. 

Reduced 

 

 

Reduced 

 

 

Accepted 

 

 

Reduced 

Low  

 

 

Low 

 

 

Medium 

 

 

Low 

Yes/no 
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8 Sign off and Record Outcomes 

Item Name/ Position/Date Notes 

Measures approved by: 
 
(Information Asset Owner) 

Paul Weston, Assistant Director 
Assets. 
21/02/22 

Integrate actions back into 
project plan, with date and 
responsibility for completion 

Residual risks approved by: 
 
(Senior Responsible 
Officer) 

 Acceptance of mitigating actions 

Data Protection Officer  / 
Head of Technology & 
Information Services advice 
provided: 

  

 
Summary of Data Protection Officer  advice:/Head of Technology & Information Services advice: 
 
 
 

   

DPO advice accepted or 
overruled by: 

 If overruled, you must explain 
your reasons 

Comments: 
 
 
 

Consultation responses 
reviewed by: 

 If your decision departs from 
individuals views, you must 
explain your reasons 

Comments 
 
 
 

This DPIA will be kept 
under review by: 

 The DPO should also review 
ongoing compliance with DPIA 
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Data Protection Impact Assessment Statement 
 

This statement MUST be completed for all projects, regardless of whether a DPIA was 
deemed to be necessary on completion of the screening questions in Section 1. 

 

Name: Paul Weston 

 

Position: Assistant Director, Assets 

 

Project Summary: 

Collection of data to enable receipt of grant from BEIS that will allow 89 council properties to 
be insulated. The condition of the grant requires some additional personal information to be 
collected from tenants. The additional data collected will be used to assess the effectiveness 
of the project. 

 

Estimated project completion date: Data to be collected spring 2022, Project to commence 
on site summer 2022 and be complete by March 2023. Additional personal data collected to 
be retained until 2025. Additional data relating to the property will be retained in Orchard for 
the remaining life of the property. 

 
 
Please select one of the following options: 
 

☐ None of the screening statements in Section 1 of this document apply to the above 

project, and I have determined that it is not necessary to conduct a Data Protection Impact 
Assessment. 
 

☒ Some of the screening statements in Section 1 of this document apply to the above 

project, and a need to carry out a Data Protection Impact Assessment was identified. The 
assessment has been carried out, and the outcomes will be integrated into the project plan 
to be developed and implemented. 

 

Date: 21/02/2022 

 
Once completed, please send a copy of this document to: 
 
Email: data-protection@tamworth.gov.uk 

mailto:data-protection@tamworth.gov.uk

